NHPOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIIUXCA

C KaxIpIM TOJOM MOJIOAEKHU B HMHTEPHETE CTAHOBUTHCS OOJbIINE, a
IIKOJILHUKM OJHU M3 CaMbIX AaKTHUBHBIX MOJb30BaTesiel PyHera. Mexay Tewm,
ITOMHMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET M ITPOOJIeMbL. JTa
rmaMsTKa JOJKHA TOMOYb TeOe 0e30ImacHO HaXOAUThCS B CETH.

Komnwviomepnuie upycoi

KoMmbroTepHslii BUPYC - 3TO Pa3HOBHAHOCTH KOMIIBIOTEPHBIX IMPOrpamw,
OTJIMYUTEILHOU 0COOEHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEIUTH WM MOTHOCTbIO YHHUYTOXKUTh
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TT0JIH30BATENI0, OT UMEHH KOTOPOTO ObLia
3ammylieHa 3apaKeHHasi mporpamma, a TakKe MOBPEIUTh WM JaKe YHUYTOXKHUTH
OIIEpaIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1es0oM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

Memoowl 3awumuvl om 6pe0OHOCHBIX NPOSPAMM.:

1. Mcnioap3yi COBpEMEHHBIC ONEPaIliOHHBIE CUCTEMbI, UMEIOIIHNE CEPhE3HbIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctossHHO ycTaHaBiuBaiW mauyTu (1UQpPOBBIE 3aIIATKU, KOTOPbIC
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPaOOTKM MPOTrpaMMbl) U JIpYyrue
OOHOBJIEHUS CBOEH ONEpalMOHHON cucTeMbl. CKaunMBai UX TOJIBKO C O(PUIIMATBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT peskuM aBTOMaTH4E€CKOr0 OOHOBIICHUS,
BKJIIOYH €rO0;

3. PabGoraii Ha cBoeM KOMIMBIOTEPE TOJ TpPaBaMH TMOJb30BATENsA, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM
VMHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonw3yil aHTUBUPYCHBIE MPOTPaAaMMHBIE MPOAYKTHI HU3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHHUX JIMII;

6. Mcnonb3yil BHENIHWE HOCUTENW MH(MOpMAIMK, Takue Kak (Quielika, JUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oOTKpbIBali KOMIIBIOTEPHBIE (ailyibl, MOIYYEHHbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpHUcaan TBOM 3HaAKOMBIN. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOE uX.

Cemu WI-FI

Wi-Fi - 970 He Buj nepenavn JaHHbBIX, HE TEXHOJIOTHS, a BCETrO JIUIIL OpPEHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperucTpupoBalia OpeH
"WECA", uto o6o3Hauano crnoBocouetanue "Wireless Fidelity", kotopsrii
MEePEeBOANUTCS Kak "OecpoBOHAS TOUHOCTH'.



Jlo Hailero BpeMeHH JIoluia apyras abopeBuarypa, KoTopas sSBJIsSI€TCS TaKOU
e TexHomoruei. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHme OBLIO HaHO C
HaMEKOM Ha CTaHJapT BbICIIeH 3BykoBoi TexHuKkH Hi-Fi, uTo B mepeBoje o3HavaeT
"BBICOKAsi TOYHOCTB".

Jla, OecTuiaTHBIM WHTEPHET-AOCTYII B Kade, OTSIIIX M adpoIopTax SBISCTCS
OTJIMYHOM BO3MOYKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, YTO
obmenoctynabie Wi-Fi cetn He SBISIOTCS 0€30MMacCHBIMA.

Cosemul no 6ezonacrnocmu pabomwl 6 obwedocmynnolx cemsx Wi-fi:

1. He nepenaBaii CBOIO JIMUHYIO HHPOpMaIIHIO Yepe3 olrienoctynabie Wi-Fi
cetn. PaboTas B HUX, KelaTeIbHO HE BBOJUTD IMAPOJIU OCTYIIA, JIOTHHBI U KaKue-
TO HOMEDPA;

2. Vcnonp3yit 1 OOHOBIIAM aHTUBUPYCHBIE MporpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPycCa Ha TBOE YCTPOUCTBO;

3. ITpu ucnons3oBanuu Wi-Fi otkitoun ¢pynkuuto "OOmuii 1octyt K gaiiaam
u npuntepam". JlanHas (yHKIUS 3aKpbITa MO YMOJIYAHHUIO, OJIHAKO HEKOTOPHIE
M0JIb30BATENIHM AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe win yueoe;

4. He wucmons3y¥ myOnuuneii WI-FI i mepemaum NHYHBIX JaHHBIX,
HanpuMep JUIsl BIXOJA B COLIMATIBHBIE CETU WJIN B JJIEKTPOHHYIO MTOYTY;

5. Ucnonp3yi Tonpko 3amuiieHHoe coeauaenne yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun yHkiuo "Tlogkmrouenue k Wi-Fi
aBromatudecku". He momyckaif aBTOMaTW4YeCKOTO MOIKIIOUEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cormnacusi.

COl{utlJleble cemu

ConmaibHbIE CETH aKTUBHO BXOJIAT B HAIIIY KW3Hb, MHOTHE JIFOAU PaObOTarOT
1 JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MuIiMap 4eiIoBeK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTENIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HalJlcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJE HE 0053aTeNbHO C
0JIaruMU HaMEPEHUSIMHU.

Ocnosnvle cosemvl o be3onacHocmi 8 COYUAIbHBIX Censix.

1. Orpanuub cnucok apy3eil. Y te0s B Apy3baxX HE JOJHKHO OBITh CIyYalHbIX
1 He3HAKOMBIX JTIOCH;

2. 3ammimmaid CBOIO YacTHYIO XW3Hb. He ykaspiBail maposu, TenedoHsI,
aapeca, JaTy TBOETO POXICGHUS W JIPYTyl0 JIHYHYIO  HWHGOPMAIHIO.
3110yMBIIICHHUKA MOTYT UCIIOJIB30BaTh Ja)Ke HH(POPMAIIUIO O TOM, KaK Thl U TBOU
POUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinai CBOIO penyTaIlo - ASPKH €€ B YUCTOTE M 3a7aBaii cedbe BOIpoc:
xoTen Obl Thl, YTOOBI JPYrH€ IMOJH30BATEIN BHJEIH, YTO Thl 3arpyskaeiib?
[Toxymait, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;



4. Eciii Tl TOBOPULIb C JIFOIBMH, KOTOPBIX HE 3HAEllb, HE UCMOIb3YH CBOE
peasibHOEe UMS U APYTYIO JUYHYI0 WH(OPMALUU: UMSI, MECTO KHTEIbCTBA, MECTO
y4eObl U poyee;

5. U36erait pasmemenus gororpaduii B IHTepHeTe, e Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO ONIPE/ICITUTH TBOS MECTOTIOJI0KCHHE;,

6. Ilpu perucrpamud B COIMAIBHONH CETH HEOOXOAUMO HMCIIOJIB30BATh
CJIOXHBIC TIAPOJIH, COCTOSIINE U3 OYKB U MU(P U C KOJUISCTBOM 3HAKOB HE MECHEE
8;

7. Jns  conuanbHOM CETH, IMOYTHl U JAPYTHX CaWTOB HEOOXOJIUMO

HCIIOJIB30BATh PA3HBIC ITAPOJIN. Toma eci Te0s B3JIOMAKOT, TO 3JIOYMBIIIJIICHHHUKHA
mojydart JOCTYII TOJIBKO K OAHOMY MCCTY, 4 HC BO BCC Cpa3y.

Inekmponnvie 0eHveu

9JIGKTpOHHI)IC JCHBI'M - 3TO OYCHb YIIO6HI>II>'I CIroco0 HHaTe)I(eﬁ, OJHAaKO
CymeCTBYIOT MOIICHHHUKN, KOTOPBIC XOTAT IMOJYUYUTDb OTHU JICHbBI'U.

QHCKTpOHHBIC ACHBI'U ITOABUJIIMCH COBCEM HCAABHO 1 MMCHHO H3-3a 3TOI'O BO
MHOTHUX IoCyaapCTBax J0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (PYHKIIMOHUPYIOT U O HUX YKE MPOIKUCAHO B 3aKOHE, IJI€ UX
pa3aeNsoT Ha HECKOJBKO BHUJIOB - AHOHMMHBIE U HE aHOHMMHBIE. Pa3Huia B TOoMm,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOAUTHL omeparuu 0e3
UJEHTU(PUKAIIMY TTOJIH30BaTENsl, @ B HCAHOHUMHBIX UJCHTU(PUKAIUS MOJIb30BaATENS
SBJIIETCS 0053aTEIBLHOM.

Taxxke crnemyer pasnuyaTh DJIEKTPOHHBIE (uaTHbIE JACHBIU (PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM) M DJICKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

Ocnosnvie cosemvl no bezonacHou pa60me C 9JIEKMPOHHbIMU OeHbeamil:

1. [IpuBsxu K cyeTy MOOMIIbHBIN TesieOH. DTO camblil yI0OHBIN U OBICTPHINA
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. llpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yil omHopa3oBbie maponu. [locnme mepexoga Ha YCUIEHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoKaTh ONACHOCTh KpakKM WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BoiOepu cioxHblii maposb. [IpecTynHukaM OyJeT HE MpOCTO yrajaaTh
CIIO>KHBIN maposib. HaznexHsle mapou - 3TO Mapoiiv, KOTOpPbIE CoAepkKaT He MEHee
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MTPOMHUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO
CHUMBOJIOB, TaKMe€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMILATEIbHBIA 3HAK M T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.

3Jl€Kmp0HH(l}l nouma



DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMbIEC €10 YCIYTH 110
MIEPECHUIKE U MOJYYCHHUIO 3JICKTPOHHBIX COOOIIECHMI, KOTOPBIC PaCIpPEICISIOTCS B
KOMIIbIOTepHOM ceTH. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIM SIIUK BBITJISIUAT
CIICAYIOIIMM 00pa30oM: UMl TOJIb30BaTeIA(@UM _JoMeHa. Takke KpoMme Ieperadn
MPOCTOr0 TEKCTAa, UMEETCS BO3MOXKHOCTh NIepeaBaTh (hauJIbl.

Ocnogubie cogemul no 6€30nacHoll pabome ¢ NeKMPOHHOU NOUMOU:

1. Hago BbIOpaTh NpaBHIIBHBIA IMOYTOBBIA cepBUC. B uHTEpHETE €ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOI'O 3HaeIllb U KTO IIEPBbII B PEUTHHIE;

2. He yka3piBail B IMUHOM mouTe JIMUHYIO uH(popManuto. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yéi ABYXATalmHYI aBTOPHU3ALMIO. DTO KOrJa MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChLIaeMbIil o SMS;

4. BeiOepu CIOXKHBIN apob. s KaKA0ro IMOYTOBOTO SIIHUKA JOIKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITApOJIb;

5. Eciam ecTp BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOMPOC,
HCIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcronb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBbIi 111 4acTHOM
MEPEIUCKU C aJipecaraMu, KOTOPBIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HaJI0 UCIOJIb30BaTh MPU PETUCTPALUU HA POopyMax U CalTax;

7. He oTkpswiBail ¢aiiibl U Apyrue BIOKEHUS B MUCHbMAaX, JaXKe €CIH OHU
INPUIILTA OT TBOUX Jpy3el. Jlydille yTouHM y HUX, OTIPABISIN JU OHU TeOe 3TU
(bhaiisl;

8. Tlocnme okoHuaHusi paOOThl HA TMOYTOBOM CEpPBUCE TMEpel 3aKPhITHEM
BKJIAJIKHM C CATOM He 3a0y/1b HaXkaTh Ha "BeritTu".
KuOepOyniimHr wiim BUPTyaibHOE U3/1€BaTE/IbCTBO

KubepOymuar -  mpecienoBaHue  COOOIICHUSIMU,  COJEpKaIIUMU
OCKOpOIIeHMS, arpeccuro, 3aIyTuBaHue; XYJUTAHCTRBO; COIIMAJTEHOE
OOWKOTHPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHogHble cogembl no Hopbbe ¢ KUbepOYIIUHOM:

1. He Opocaiics B 60#. Jlyumuii cnoco6: mocoBeToBaThCsA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHa4aye yCTIOKOWTHCS. Ecimu T
HayHeIlb OTBEYAaTh OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emie OoJibliie
pPa30AOKeIb KOH(IIHKT;

2. YrpaBnsii cBoel kubeppemyTaiueii;

3. AHoHuMHOCTh B ceTu MHUMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;



4. He cTouT BecTH XYyJUTaHCKUM 0Opa3 BHUPTyaJbHOW XW3HU. HTepHeT
(buUKCUpyeT BCe TBOM NEUCTBHSI W COXPAHICT WX. YJINTh UX OyIeT KpaitHe
3aTPYyIHUTEIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. WrHopupyi eauHuuHbId HeratuB. OmHOPA30BBIC OCKOPOUTEILHBIC
COOOIIEHHUS TydIlle HTHOPpUPOBaTh. OOBIYHO arpeccus MpeKpaIiacTcs Ha HadaJIbHOU
CTa/IUU;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIEHUN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecnu ThI cBUneTeNnb KuOepOysuMHra. TBOU IEWCTBUS: BHICTYIIUTh MPOTUB
npeciieloBaTeNsl, MokKa3aTh €My, YTO €ro JCMCTBUS OLICHUBAIOTCS HETAaTUBHO,
HOJIEpKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTMYECKass IOMOIb, COOOIUTH
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEJICHHS B CETH.

Moounvnuiit meneghon

CoBpeMenHbIe cMapTHOHBI U TIAHIIETH COJEPKAT B ceOe BITOJIHE B3POCIIBIN
(YHKIIMOHANA, MW TEHepb OHH MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU
KomImbioTepamMu. OHAKO, CPEACTB 3aIUTHI JIJI MTOJ00HBIX YCTPOMCTB MOKAa OYEHb
Masio. TecTupoBaHue 1 TOMCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTCHCUBHO,
kak ju1st [1K, 1o *e camoe kacaeTcss 1 MOOUJIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKU JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (yHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTh Y MEHBIIYIO 3aIUIIIEHHOCTD.

I[EUIGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJICHI/IH, 3aKPbIBAIOIIHC
KPUTHUYCCKHUC YA3BUMOCTHU JJII CBOUX YCTPOﬁCTB.

OcHosHble cogembl 0151 6e30nacHoCmu MOOUIbHO20 menehoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriiaTHbIM. Byllb OCTOpOXKeH, Beb
Korja Tede mpeayiaratoT OecIyIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IJIATHBIE YCIIYTH;

Hymaii, npexie uem oTnpaBuTh SMS, ¢oto nim Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyJyT B KOHEUHOM UTOTre?

Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hOoHa;
Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI TSI MOOMITEHBIX Telle(hOHOB;

He 3arpyxaii nmpujio)KeHUsi OT HEM3BECTHOTO MCTOYHMKA, BEAb OHHU MOTYT
coJiep KaTh BPEIOHOCHOE MTPOTPaMMHOE 00ECTICUCHHE;

[Tocne Toro kak ThI BBIMJCIIL C CaliTa, TJI€ BBOJAWJ JIMUHYIO WH(OpPMAIIUIO,
3aiiI B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepuoanyecku npoBepsiid, KAKUE TUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;



JlaBaii cBOMl HOMEp MOOUIBHOTO Telie(OHA TOJBKO JIHOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEpSEILb;

Bluetooth momxeH ObITH BBIKIIOYEH, KOTJa Thl UM HE MoJb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAWH-UTPBI - 3TO KPACOYHbIEC, 3aXBaThIBAIOIIUE
pa3BieUeHUs, OOBEIUHSAIONINE COTHH ThICSY YEJOBEK MO Bcemy Mupy. Urpoku
UCCIIEAYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYIOM, BBIIOJHSIOT 3a/laHusl,
CPKAIOTCS C MOHCTPAMM M IIOJy4YarOT ONBIT. 3a yJOBOJBCTBUE OHM ILIATAT:
HOKYIAIOT JUCK, OIJIAYMBAOT a0OHEMEHT W IPUOOPETAIOT KAKUE-TO OILUU.

Bce a1y cpeacTBa uayT Ha MOJJIEPKAHUE U PA3BUTHE UTPBI, & TAKXKE HA cCaMy
0€30MacHOCTb: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AILIMH, BBITYCKAIOTCS HOBBIC
natyu (Hu@poBkIe 3aMIaTKU ISl IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nog00HbBIX UTpaxX CTOUT OomacaThCsl HE CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO
Kpa)kKH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIUU OOJIBIIIMHCTBA
urp.

Ocnosnvie cosemvl no 6€30NACHOCMU MBOE20 ucpo60oco akkayrma:

1. Ecimm npyroit urpok BeaeT ceOs II0X0 WM Co3AaeT Te0e HENPHUSTHOCTH,
3a0JIOKUPYH €r0 B CIIHCKE UTPOKOB;

2. IToxanyiica aAMUHUCTPATOPaM UTPhI Ha MII0XOE MOBEAEHUE 3TOTO UTPOKA,
JKEJIATEJIbHO IIPUJIOKUTH KaKUe-TO I0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3biBaiil tnunyto nHGoOpMaIuio B mpodaiiie urpol;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuiinaabHbIe TTaTYH U MOJIBI;

6. Mcnosib3yii CII0XKHBIE U pa3HbIE MTApPOJIH;

7. Jaxxe BO BpeMs UTPhI HE CTOUT OTKJIKOUaTh aHTUBUPYC. [1oka Thl urpaemis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT UIN Kpaxa JIMYHBIX JaHHBIX

OOBIYHOI KpaXkell eHer U JTOKYMEHTOB CETrOJHs Y€ HUKOIO HE yJIUBHUIIb,
HO C pAa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTUIINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mosiBMIach HOBas yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (DUIIUHT,
rJIaBHAs 11€Jb KOTOPOTO COCTOMT B IOJTYYEHUH KOH(PHUICHIMAIBHBIX JTaHHBIX
MOJIB30BATEJICH - IOTMHOB U mapoiei. Ha anrnuiickom si3pike phishing ynraercs kak
¢bumuHr (0T fishing - peiOHast 10oBs, password - maposs).

OcHosnble cogembl no bopvbe ¢ huuneom:



1. Cnenu 3a cCBOMM akKKayHTOM. Eciii ThI MMojo3peBaciiib, 4YTO TBOS aHKETa
ObLI1a B3JIOMaHa, TO HEOOXO0MMO 3a0JIOKHPOBATh €€ K COOOITUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOYKHO CKOPEe;

2. Ucnonw3yii 6e30macHbIe BEO-CaliThl, B TOM YHCIIC, HHTCPHET-Mara3uHoB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yit CIIOXKHBIE W pa3Hble Mapoiu. Takum oOpazom, eciau Tebs
B3JIOMAIOT, TO 3JIOYMBINIUICHHUKHA TOJy4aT JOCTYI TOJHKO K OJHOMY TBOEMY
poIITIO B CETH, a HE KO BCEM;

4. Ecimu TeOs B3jOMalM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OaBJICHBI Y T€Os B APY3bsiX, O TOM, YTO T€Os B3JIOMAJH H,
BO3MOXHO, OT TBOETO UMEHH OYyJIeT pacChlIaThCs CIaM U CCHUIKU Ha (DUIIIMHTOBBIC
CaWTHhI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTKIII0OUM COXpaHEHUe apoJsi B Opaysepe;

7. He otkpsiBail (ailyibl U Apyrue BIOKEHUS B MUCbMaX, JaXe €CIU OHU
MNPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHM y HHMX, OTIPABISUIM JIU OHU TeOE ITU
(baibl.

Hudgposasa penymayus

[udporas pernyraius - 5TO HEraTUBHAS WJTU MO3UTUBHAS HH(POpMAIIUS B CETH
o Tebe. Komnpomerupytoiass uHdopMmaiusi, pa3MeIiieHHass B UHTEPHETE, MOMKET
CEpbE3HBIM 00pa30oM OTpPa3UThCs Ha TBOEH peanbHOoM xu3HU. "Ludposas
pernytarus” - 3T0 TBOW UMUK, KOTOPBIN opmupyercs u3 nuHdopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKEHUE,
OCOOEHHOCTH XapaKTepa M paccKas3bl O OJIU3KUX - BCE ITO HAKAIUIUBACTCS B CETH.

MHorue mnoApOCTKU JIETKOMBICIEHHO OTHOCATCA K MyOJMKAlUu JIMYHOU
uHpopmanuu B MHTEepHETE, HE MOHMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEIIb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0S Ha padoTy.

KommenTapuu, pazmenieHue TBoux Gotorpapuii U Jpyrue AeUCTBUS MOTYT
HE MCYE3HYTh JIaKe MOCJE TOr0, KaK Thl X YAadullb. Tl HE 3HACHIb, KTO COXPAaHUII
3Ty MH(OpMaILHMIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O T€0€ OKPY’KAIOIIME JIFOH, KOTOPbIE HAUIYT U YBUAST
sTo. Haiftn mH(pOpMaIMi0 MHOTO JIET CIYCTS CMOKET JI000H - Kak M3 J00phIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH BPEJl. DTO MOXKET OBITh KTO YTOHO.

Ocnosnvle cosemvl no sawume l/ﬂ/ld)pOGOZZ penymayuu.

1. [Toxymaii, mpexae uem 4To-To MyOJUKOBATh U MepeaBaTh y ceds B OJiore
WA B COIMATIBHOM CETH;

2. B macrpoiikax mpodwisi yCTaHOBH OTPAaHUYEHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COACPAKUMOTro, cliesiail ero TOJabKO "1 Apy3eit”;



3. He pa3memaii u He yka3bpiBail HHQOpMAIIHIO, KOTOPass MOXKET KOro-TH00
OCKOPOJISATh WA OOMKATh.

Aemopckoe npago

CoBpeMEHHbIE IMKOJLHUKH - AaKTUBHBIE TOJB30BAaTEId  MUGPOBOTO
npoctpancTBa. OAHAKO JaleKo HE BCE 3HAIOT, YTO IOJIb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH  Ii(ppoBoro  Mupa  TpeOyeT  coOmomeHHMss TpaB  Ha
MHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENUIEKTyallbHass COOCTBEHHOCThH" OTHOCHUTCS K pa3Iu4YHbIM
TBOPEHUSIM YEJIOBEYECKOI0 yMa, HayMHasi C HOBBIX H300pETEHHI U 3HAKOB,
0003HavaloMX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIbEMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYaJbHBIM/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TpyHAa, MOJYyYUTh HW3BECTHOCTh M mpu3HaHue. Hukro 06e3
paspelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJHUTH €0  IPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJIMYHO HCHOJIHATbH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmemats B MHTEpHETE.

Ucnonbs3zoBanne '"muparckoro" MOpOrpaMMHOTO  OOECHEYEHUS  MOKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [AHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJICHA HeJerajibHas rnporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE W O€CIUIaTHBIE MPOrPAMMBI,
KOTOpBIE MOKHO HAalTH B CETH.



